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Thanks for inviting me to Bloomington to speak to you this morning. This is my 42nd year 
speaking to high-risk professions about “risk,” particularly on how smart organizations 
(whether private of public sector) can design and implement viable control measures to 
address the risks they face. My entry into this important discipline formally started 47 
years ago when I was a CHP motorcycle cop in downtown Los Angeles. 
 
Through a series of flukes, I got hooked on the study of tragedies at the Institute of 
Safety and Systems Management at University of Southern California. Since then, I have 
spent way too much time studying tragedies in high-risk occupations including maritime 
tragedies, mining tragedies, refinery tragedies, train tragedies, plane tragedies, bridge 
tragedies, building tragedies, power plant tragedies and tragedies in government 
operations. 
 
When you take a look at any tragedy in any profession and look for “What caused it?” – it 
is easy to spot the proximate cause. The event that instantly precedes the tragedy is 
relatively easy to spot. But real risk managers do not stop their search for cause with 
identifying the proximate cause. Real risk managers go back in time and look for 
“problems lying in wait” – that people knew about or should know about – yet these 
problems are oftentimes ignored until the tragedy occurs. 
 
Your role (and the role of everyone in every job in your operations) is to take a daily look 
at your sphere of influence – your span of control – and ask these questions: Do we 
have problems lying in wait in our fleet? Do we have problems lying in wait in our 
infrastructure? Do we have problems lying in wait amongst our personnel? And if you 
identify such an issue, that needs to be addressed. 
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If you fail to identify and address these problems lying in wait, sooner or later all the 
holes in the Swiss Cheese (the thoughts of Dr. James Reason) are going to become 
aligned. When that happens, the tragedy occurs. Then the lawyers take over and the 
“problems lying in wait” are then identified and addressed – after the fact. Allow me to 
spend just a bit of time on the difference between “black swans” and “gray rhinos”. 
 
What can we do? Allow me to briefly introduce you to the ten families of risk. As I looked 
at the thousands of risks that people face in any given organization, I saw too many 
people who were overwhelmed by the volume of the issue. I wanted to make it easier to 
comprehend. Let’s break up the thousands of risks into ten families. 
 
What I would like you to do after this program is to take a look at each of these ten 
families and ask yourself, “What are the three (or more if you feel energized) greatest 
risks I face in each of these families, and what control measures do we have in place to 
address these identified risks?” Here are the ten families of risk. 
 
1. External Environment – risks arising from outside the organization that impact 

your organization. We know there are a number of these, and they are increasing 
in frequency and severity. Included here are natural disasters, pandemics (and 
for those of you who have been to some of my prior lectures I was talking about 
this risk long before 2019), and terrorist activities and conduct (both intentional 
and negligent) by members our public impacting your operations. This is the 
most complex and difficult family of risk you face as your control of these risks 
is very limited. But these risks need to be recognized and addressed if possible. 

 
2. Legal and Regulatory – risks arising from the complexity of or non-compliance 

with of the legal framework imposed on organizations like yours in your state. If 
there is a law or ordinance in state or federal statutes that requires action or 
prohibits action, this rule must be known and followed. I am always amazed how 
many organizations – both private and public sector, including large ones with 
huge budgets – are not in compliance with the ADA, FLSA, and even the Public 
Records Act. And with the demand today for “full transparency” this could pose a 
major problem for you and your organization. Do you have all the policies in place 
that are required by state and federal laws and regulations?  

 
3. Strategic – risks arising from the lack of priority setting and business planning 

leading to a reactive organization that is not prepared or flexible enough to deal 
with unforeseen events. This goes on a lot, particularly in smaller organizations 
that do not have sufficient personnel or time to plan for the future. Where will 
America be in 30 years? Where will your organization be in 30 years? If you think 
that it will look “pretty much the same” you may be missing the boat. 

 
4. Organizational – risks arising from not clearly defining roles and responsibilities, 

not demonstrating the values of your organization, or not having monitoring 
processes in place. In a nutshell, we must be concerned with PEOPLE, POLICY, 
TRAINING, SUPERVISION and DISCIPLINE. Let me give you some highlights on 
each of these issues that oftentimes are the “root cause” of so many tragedies. 

 
5. Operational – how do we manage the risk of a specific task, incident, or event? 

How do we manage the risks involved in this employee termination or employee 
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threat of suicide? How do you manage the risks associated with a specific 
pathogen incident? Again, I must emphasize the importance of Recognition, 
Prioritization, and Mobilization of the high-risk, low-frequency, non-discretionary 
time tasks and the importance of daily training on these core critical tasks. 

 
6. Information – we make decisions based on information. How do you know the 

information on which you are basing your decision is accurate and has not been 
vetted by someone for his or her own advantage? How do you separate the 
valuable information from all the data? In many organizations, I see that 
personnel are trained on how to do specific tasks, but very few organizations 
teach their personnel how to think. I strongly recommend training for all 
personnel on critical thinking skills, particularly on the specific tasks in a given 
job that have the highest probability of ending up problematic. Be aware of the 
dangers of ignorance, complacency and cognitive bias. Again, I stress the 
importance of “decision-making training” for all people in high-risk operations. 

 
7. Human Resources – risks arising from myriad issues involving personnel. This 

may well be the most expensive family of risk you face. Put a checkmark next to 
this one as it is causing us a ton of grief and needs your attention when you get 
back to work. If I were running any organization, I would not allow any supervisor, 
manager or executive to make an employment law decision without first 
consulting with competent human resources personnel. All employment law is 
discretionary time so let’s take the time to transfer the risk to those who do the 
task at the highest frequency. 

 
8. Technology – this is the fastest growing family of risk we face. I have major 

considerations about hacking, malware, software, equipment purchases and 
updating, employee knowledge and training, terrorism, social media, equipment 
failure and many other issues. Is your CTO really a CTO? Or is your CTO just the 
smartest person in the room with respect to computers? There is a huge 
difference! 

 
9. Financial and Reputational – risks arising from improper budgeting, forecasting 

and expenditure controls, including contracting, asset management, internal 
audits, improper salaries, theft of cash, misappropriation of resources, misuse of 
overtime and poor revenue oversight. We must be very concerned with anything 
dealing with money. Is your CFO really a CFO? Does she/he actually have any 
background in finance – or does this person just test well on promotional 
examinations? And what control measures do you have in place to prevent the 
theft of funds from your organization? 

 
10. Political – all of your personnel should stay out of the fray of politics. Please be 

careful in your dealings with other elected officials; there is a lot of risk involved 
here. Also, your organization mission should not be impacted by which political 
party is in control of the state or nation. 

 
I am closing in on the end of our brief time together. Let me wrap this up with a final 
thought: regardless of whether you are an elected county commissioner, a county 
administrator or coordinator, or other executive in your county operations, you need to 
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revisit the principal role of all government. If you Google the query “What is the principal 
role of government?” you will get hundreds of different viewpoints.  
 
In my opinion it all gets down to length and quality of life for the people in your county. 
Your daily and ongoing responsibility is taking care of your community members:  the 
people who have been paying taxes their entire lives and the same people who put you in 
office.  
 
Everyone in every government organization must recognize how important this is. It is 
absolutely essential that we all work together to achieve this goal. Please work with your 
public safety leaders, particularly the elected sheriffs, and get their input regarding what 
you can do to better protect the members of your community. This in turn will thus 
maximize the length and quality of life for all. 
 
 
 
Gordon Graham 
ggraham@lexipol.com | 844-312-9500 
gordongraham@earthlink.net | 714-374-9326 
 
ABOUT LEXIPOL 
Lexipol empowers first responders and public servants to best meet the needs of their 
residents safely and responsibly. We are the experts in policy, training and wellness 
support, committed to improving the quality of life for all community members. Our 
solutions include state-specific policies, online learning, behavioral health resources, 
grant assistance, and industry news and information offered through the websites 
Police1, FireRescue1, EMS1, Corrections1 and Gov1. Lexipol serves more than 2 
million public safety and government professionals in over 10,000 agencies and 
municipalities. For additional information, visit www.lexipol.com.  
 
 
 
 
info@lexipol.com  
www.lexipol.com  
844-312-9500 
 
Disclaimer 
This program is a broad discussion of risk management concepts. The presenter does not undertake to 
provide specific recommendations as to best practices in a particular scenario, and nothing in this 
presentation should be construed as legal advice or a recommendation to follow a specific course of conduct 
when presented with a particular risk or situation.  
 
Please recognize that any hypotheticals or examples provided in the program are to encourage 
understanding of broad risk topics and are not to be interpreted as any recommendation to modify the 
existing practice you have in your operations. Before you make any changes to the way you currently do 
your job, please contact your competent department attorney. 
 

 
 


